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The fundamental goal towards which all the
provisions of this Policy are aimed is the protection of
information assets and data, including the personal
data of natural persons, from damage through
accidental or malicious interference in the operation
of the company's information system, or in the case
of information security incidents.

When carrying out its activities in its field of
certification ("Design, Development and Maintenance
of Software Solutions. Project Management and
Implementation"), SaM Solutions assumes the
following obligations:

« To comply with the requirements of national
legislation and applicable international law, and
with standards and regulations in the field of
information security.

« To prevent unauthorized access or improper
use of information resources and information
systems.

« To use certified antivirus software and avoid
malware infections, and to investigate all
information security incidents.

« To use only licensed software in the company's
information systems.

« To classify information, identify and evaluate
assets, detect threats and vulnerabilities, manage
risks, and classify computer systems to ensure
the security and fault tolerance of the information
system.

« To take effective measures to ensure the integrity,
accessibility, and confidentiality of information
and data and the up-to-dateness of hardware
and software to maintain the necessary level of
information system security.

« To ensure the continuity of the information
system's functioning, its fault tolerance and its
fast recovery in the case of information security
incidents.

« To ensure the continual improvement of the
Information Security Management System and
compliance with certification requirements.

« To communicate the Information Security
Management System Policy to counterparties,
third parties and corporate employees, and to
keep it up-to-date.

The management of SaM Solutions guarantees the
provision of all necessary resources to fulfill the
above obligations and ensure the effective operation
of the Information Security Management System.
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OCHOBHOV Lief1bto, Ha JOCTUXKEHME KOTOPOW Harnpas/ieHbl

BCe NONoXeHWs HacTosLLel MonnTnkm, ABNSeTCa 3amTa
NHGOPMALMOHHBIX aKTUBOB U AaHHbIX, B TOM Y1C/1e NePCOHabHbIX
AaHHBIX GU3NYECKMX TN, OT HAHECeHUS MM KaKoro-1vbo yuiepba
nocpeACTBOM CIy4aliHOroO UM NpejHaMepeHHOro BMeLLaTebCTBa
B paboTy MHPOPMaLIMOHHON CUCTEMbI OPraHM3aLmmn UV B Ciyyae
BO3HWKHOBEHWA NHLUMAEHTOB MHPOPMAaLIMOHHOM 6e30MacHOCTY.

Mpw ocyLlecTBAeHUN CBOEN JesaTenbHOCTY B 061acTu
cepTndumKaumm «MpoekTpoBaHue, paspaboTka u
COMpOBOX/JeHNe NPorpaMMHOro obecreyueHus. YnpasneHune
npoekTamu 1 noctaekor» SaM Solutions npuHMaeT Ha cebs
cnegyroLLme 0653aTeNbCTBa:

« Cobnogatb Tpe6OBaHWS HALMOHANBHOMO 3aKOHOAATeIbCTBA
1 MPUMEHNMOr0 MeXAyHapoAHOro npasa, CTaHAapToB,
HOPMAaTMBHbIX MPaBOBbIX aKTOB B 061aCTN MHGOPMALIMOHHOW
6e30MacHoOCTW.

« He gonyckaTb HeCaHKLMOHVPOBAHHOIO NN HELLeNEeBOrO
1CNoNb30BaHUA MHGOPMALIMOHHBIX PECYPCOB 1
NHHOPMALMOHHBIX CUCTEM.

+ Wcnonb3oBaTb cepTndrLMpoBaHHOe aHTUBUpPYCcHOoe MO
1 n3beratb 3apaxeHuns Bpe4OHOCHbIMY MPorpamMmmMami,
paccnefoBaTth BCe MHUMAEHTbI MHGOPMALIMOHHOM
6e3onacHocTu.

« Wcnonb3oBath TONLKO NNLEH3NOHHOE MPOrpaMmMHoe
obecneyeHne B MHGOPMALIMOHHbIX CUCTEMAX OpraHun3aLum.

«  KnaccndpunumpoBatb MHPOpMaLMIO, NAEHTUPULMPOBATL U
oLleHMBaTb akTUBbI, 06HaPYXMBaTb Yrpo3bl 1 YA3BUMOCTH,
yNpaBAATb pUckamMu, KnaccnduumpoBaTtb 06BHEKThI
nHdopmMaTmMsaumm ansg obecneyeHms 6e3onacHoOCTA n
0TKa30yCTONYMBOCTN NHGOPMALMOHHOM CUCTEMBI.

+ [puHMMaTb 3¢ PeKTVBHbIE MepbI AN obecneyeHus
LLeNIOCTHOCTW, AOCTYMHOCTY, KOHPUAEHLMANBHOCTY
MHPOPMaLMN 1 AAHHBIX, aKTyaNbHOCTW anmnapaTHoro u
nporpaMmMHoro obecneyeHust 41 NoAjepXaHns HeobxoAMMOro
YPOBHS1 6€30MacHOCT MHPOPMALMOHHON CUCTEMBI.

«  ObecneynTb HeNpepbIBHOCTb GYHKLMOHNPOBaHNS
NHPOPMAaLMOHHOM CUCTEMBI, ee 0TKa30yCTOMYMBOCTb
1 6bICTPOE BOCCTAHOBNAEHME B C/lyYae NHUMAEHTOB
nHopMaLoHHOM 6e30MnacHoCTH.

« ObecneynTb NOCTOAHHOE COBEPLUEHCTBOBA-HWE CUCTEMbI
MeHeKMeHTa MHPOPMaLMOHHOM 6e30NacHOCTU 1
COOTBETCTBME TPeboBaHMAM, NPeAbABASEMbIM MPY
ceptudurkaymnm.

« [lopaepXxmBaTh akTyaNbHOCTb U JOBOAUTL A0 KOHTPAreHTOB,
TPETbUX UL, U COTPYAHWKOB MOJANTUKY CUCTEMbI
MeHeXMeHTa MHPOPMaLMOHHOM 6e30nacHOCTU.

[N AOCTUXKEHNS BblLLeyKa3aHHbIX 06583aTeNbCTB 1 0obecneyveHus
pe3synbTaTUBHOIO GYHKLMOHMPOBAHUS CUCTEMbl MEHEXXMEHTa
nHdopMaunoHHo 6e3onacHoCcTH, pykoBoacTBo SaM Solutions
rapaHTVpyeT npejocTaBneHne Bcex He0bX0AMMbIX PeCypCoB.
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